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Abstract— This paper presents a control unit design for
improving the throughput of SHA3-256 architecture. The
Iterative data path design is employed to process multi-block
messages, which makes the design functional for any input size. A
higher throughput is achieved by reducing the number of control
signals in the critical path, and optimizing the counter which
generates the memory address and affects the maximum operating
frequency. The synchronization problems caused by this approach
between the generated Hash and its corresponding Valid signal,
are overcome by the Synchronizer. The proposal exhibits 920
Mbps higher throughput, i.e. a 7% improvement over state of the
art.
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I. INTRODUCTION

Cryptographic Hash function is used in applications like
digital signature generation and verification [1], password
verification [2], proof-of-work [3], file or data identifiers [4],
key derivation [5], message authentication codes [6], and
pseudorandom bit generation [7]. It processes any arbitrarily
long message, and produces a digest of a fixed length. Secure
Hash Algorithm (SHA) is class of Hash functions that are
computationally infeasible to invert.

The National Institute of Standards and Technology (NIST)
devised a cryptographic Hash standard called SHA-0 in 1993
[8], which was later modified to SHA-1 in 1995 [9]. With
increasing security standards NIST announced four variants of
SHA-1 in 2002 and named this family SHA-2 [10]. The
theoretical proof of possible attacks on SHA-1 in 2005 raised
security alarms as both SHA-1 and SHA-2 were based on the
same underlying math, which led to the development of SHA-3
through a public competition [11]. In 2012, NIST officially
declared SHA-3 family of standard based on Keccak algorithm.
The SHA-3 family consists of SHA3-224, SHA3-256, SHA3-
384, and SHA3-512.

Existing literature records three ways of implementing the
SHA-3 architecture: iterative [12], folded [13], and pipelined
[14]. The folded structure consumes the minimum area while the
pipelined structure achieves the highest throughput. The
iterative structure strikes a balance between high speed and low
area. The pipelined structure cannot be used to process a
sequence of multi-block messages because the digest of first
message block is XORed with the second message block before
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advancing it for processing. Hence, multi-block messages
cannot be processed in a pipeline. Therefore, the iterative
structure is suitable for all real time security applications.

The throughput of these architectures could not be increased
by inserting Flip Flops and reducing the critical path, because
the increased clock latency offsets the gain of the reduced
critical path. This paper improves the throughput by optimizing
the control logic in the critical path, a method not yet explored
in the literature.

The paper is organized as follows. Section II gives a brief
description of the Keccak algorithm used in SHA-3 hashing
standard. Section III describes the proposed design, Section IV
presents results, and Section V concludes the paper.

II. PRELIMINARIES

The SHA-3 belongs to a cryptographic primitive family
Keccak [12], and is characterized by rate (r) and capacity (c).
Figure 1 depicts block diagram of the Sponge function [15]
which forms basis of the Keccak algorithm. The width of the
state processed by the Sponge function is b, where b=r+c, which
is initially set to zero. The f block in Fig. 1 can represent any
random transformation. The Sponge function can be divided
into two phases: Absorbing phase, and Squeezing phase. In the
Absorbing phase, a XOR operation is performed between r-bit
message blocks M), M, ...., M), and r bits of the internal
state, or the r-bit f output. In the Squeezing phase, the Keccak-f
permutation is repeatedly applied on the message blocks to
generate an output of desired length by concatenating H), Hp),
... Ha)-

The message block M is padded with zeros so that the length
of M is divisible by r. The padded block is divided into n r-bit
blocks: M), M), ..., Mm). The length of the message block
decides the number of iterations in the Absorbing phase. The
Squeezing phase is performed only once, as the length of the
digest is smaller than the size of the states in Keccak-f.

M) Mn) He Hp) Hm)
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. \—/ N .
ABSORBING SQUEEZING

Fig. 1. Sponge Function [15]
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Fig. 2. Block Diagram representation of the Proposed Design

START . [\ /A i
DATA IN 7222, 1086-BIT DATA V& 77\___1088-BIT/PATA
BUFFER OUT %%
NEW DATA I\ i
Fig. 3. Operation of Input Buffer
The state width b in Keccak-flb] family of functions E. 1 Step
determines the length of the internal state, and the permissible ([0,0,z] = x[0,0,z] ® RC|[z] (12)

values are: 25, 50, 100, 200, 400, 800 and 1600. For the state
width of 1600 bits, the value of r is taken as 1152, 1088, 832 and
576 bits for SHA3-224, SHA3-256, SHA3-384 and SHA3-512
respectively. This paper implements SHA3-256 hashing
standard which is based on Keccak-{[1600].

The processing of the Keccak starts by the conversion of the
internal state of 1600-bits into a 3-D structure of 5*5*64 bits
according to (1).

A[X,y,z]=S[W(5Sy+x)+7] )
0<xy<5 0<z<w b=5%5%w
The Keccak-f{1600] function requires twenty four

processing rounds, where each round consists of five
transformations [14]:

A. 0 Step
Blx,z] =
Alx,0,z] ® Alx,1,z] ® Alx, 2,z] ® Alx, 3,z] ® Ax, 4,z] (2)

C[x,z] = B[(x — 1)%5, z] 3)
D[x,z] = B[(x + 1)%5, (z — 1)%64] )
E[x,z] = C[x,z] & D[x, z] (%)
0[x,y,z] = Alx,y,z] ® E[x, z] (6)

B. p Step
plx,y,z] = 0[x,y,{z + r(x) (¥)}%64] (M

C. m Step
nly, {(2x + 3y)%5}, z] = plx,y,2] ®)

D. x Step
Flx,y,z] = ~(pm[x,y,z]) ©)
Glx,y,2z] = Flx,y,z] & prc[(x + 1)%5, y, z] (10)
xlx,y,z] = prlx,y,2] @ G[(x + 1)%5, y, z] (11
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The value rotation offset (r) used in (7), and the round
constant (RC) of (12) are mentioned in [14].

III. PROPOSED ARCHITECTURE

Figure 2 shows the proposed system consisting of an Input
Buffer, an SHA-3 core, and an Output Buffer. The I/O Buffers
are necessary due to the limited number of I/O pins available in
the FPGA, and to simplify interfacing. A 64-bit Data Bus is used
to eliminate idle time for the SHA-3 Core, and minimize the
number of wait cycles for the Input Buffer.

The proposed system has a separate control unit for Input
Buffer, SHA-3 Core, and Output Buffer. The control unit of
Input Buffer waits for the assertion of START signal, after
which it stores the 64-bit data from DATA BUS in the internal
register for the next 17 clock cycles. At the 24" clock cycle, it
enables the NEW DATA signal as depicted in Fig. 3.

The Output Buffer’s control unit stores the calculated HASH
in the internal register upon assertion of the HASH VALID
signal. It is transmitted through the 64-bit DATA BUS in the
next four clock cycles as shown in Fig. 4.

The complete architecture of the SHA-3 Core is shown in
Fig. 5. It comprises of four major blocks namely:
Transformation, Memory, Input Processing, and Control. The
Transformation Block receives 1600-bit input from the State
Register, and a 64-bit Round Constant from the Memory to
apply the transformations from (2) to (12).

HASHVALD [\ 1\
BUFFER IN 7 )DATA) 7|7 TN\
DATA OUT 77X___256-BTDATA W70
patAvALD [ \__f [

Fig. 4. Operation of Output Buffer
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Fig. 5. Proposed architecture of SHA-3 Core

The Input Processing receives 1088-bit INPUT from the
Input Buffer, 1600-bit Transformation’s output, and the FIRST
BLOCK signal. The FIRST BLOCK signal is crucial for
processing multi-block messages, as shown in Fig. 6.

1600
{INPUT[1087:01,512'd0}——pp] 4

MUX-1,
Transformation[1599:0] 1600

0
{INPUT[1087:0],512'd0}

FIRST BLOCK

1600

Fig. 6. Input Processing Block

Memory stores the 64-bit Round Constants required by the
1 transformation. The synchronous memory receives the address
from MUX-3, which is same as the value being stored in Count
Register.

The Control Unit of the SHA-3 Core selects the data to be
stored in the State Register, provides the appropriate address to
the Memory, and handles the synchronization of HASH output
with the HASH VALID signal. MUX-2 is a part of the critical
path, which selects the State Register’s input. Hence, the NEW
DATA signal is toggled with the 1088-bit BUFFER OUT to
ensure it is stable much before the Input Processing’s output.

The Counter greatly affects the operating frequency of the
architecture, because it generates the memory address of 64-bit
Round Constant required by the : transformation. Therefore, the

P HASH VALID
! VALID
o o ReGisTER
Tate L
i MEW DATA CLOCK

counter is reset only by the NEW DATA signal to shorten the
critical path, and the synchronization problems arising due to the
absence of the RESET signal are tackled by the Synchronizer.

The Synchronizer is a part of the Control Unit which
generates the HASH VALID signal at the 24™ clock cycle after
assertion of the NEW DATA signal, as depicted in Fig. 7. The
block diagram of the Synchronizer in Fig.5 shows that the AND
gate Al goes high whenever the Count Register reaches (23)1o,
which propagates zero to the Valid Register in the next clock
cycle if there is no new message block to be processed
(determined by the low value of the NEW DATA signal). This
enables the HASH VALID signal in the current clock cycle, but
prevents the free-flowing Counter from asserting it on reaching
(23)10 in the absence of any message block. The Valid Register
stores zero whenever the RESET signal goes high, which
ensures that the Counter does not enable the HASH VALID
signal before receiving the first message block.

Therefore, the controllability was shifted from the Counter
to the Synchronizer in order to minimize the critical path, and
achieve a higher operating frequency.

IV. RESULTS

The proposed architecture is implemented using Verilog,
and simulated on Xilinx ISE Design Suite 14.7 tool. The
maximum operating frequency, and the area occupied by the
design are obtained after performing Place and Route on Xilinx
Virtex-6 XC6VLX75TFF784-3 FPGA.

The available Keccak-f[1600] based SHA3-256
architectures which are implemented on FPGA, and capable of
processing multi-block messages are compared on the basis of
Throughput, Area, and Throughput per unit Area in Table I. For
a fair comparison among the designs, the Latency only takes into
account the clock cycles required for processing the Hash of a
single message block. It does not include the clock cycles
required for loading the message block, and transmitting the
calculated hash.

The throughput of all the designs is calculated by (13), where
the Block Size is 1088 bits and the Latency is taken from their
respective references.

Frequency * Block Size

Throughput = (13)

Latency

cock FL LA LA AL LA LA LS LA AL LfFL LU L LU L
i i i

RESET [\
NEW DATA )\ I\ )/ )
Count Register 777 0 X 1 N__2.22] Y23 o X\ 1 \__2.22] ¥23) 24 )25) 26_22] ) 2524
AND A1 : %)% I 7\ I 7\ [/ \

valid Register %) i / Ji
HASH VALID %\ i

[\

I\ I
L\ [

Fig. 7. Timing Diagram of the Synchronizer
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TABLE L. COMPARISON TABLE
Latency Throughput/
Freq. | Area
Ref. FPGA . (Clock | Throughput Area
(MHz) | (Slices) .
Cycles) (Mbps/Slice)
[16] Virtex-6 | 271 154 3696 79.77 Mbps 0.52
[17] Virtex-6 | 311 91 1665 203.22 Mbps 2.23
[18] Virtex-6 | 197 397 200 1.07 Gbps 2.69
[19] Virtex-5 | 195.73 | 1971 25 8.52 Gbps 4.32
[20] Virtex-6 | 251.7 | 1181 24 11.41 Gbps 9.66
[21] Virtex-6 | 286.21 | 1207 24 12.97 Gbps 10.75
[22] Virtex-6 | 301.57 | 915 25 13.12 Gbps 14.34
This work | Virtex-6 | 309.6 | 1249 24 14.04 Gbps 11.24

Thus, the throughput of the proposed design is higher by 920
Mbps than state of the art designs.

The designs presented in [16], [18] and [19] contain a
padding unit in their architecture which increases their reported
area, whereas the rest of the designs assume the message block
to be 1088 bits long.

V. CONCLUSION

A new approach of optimizing the Control Unit to improve
the throughput of SHA3-256 architecture is presented in this
paper. It focuses on reducing the critical path delay of the design
by using minimal control logic. The design of the counter is
improved with the help of a Synchronizer, which generates the
memory address and the HASH VALID signal to increase the
throughput of the design. The post place and route results of the
proposal obtained on Virtex-6 XC6VLX75TFF784-3 FPGA
using Xilinx ISE Design Suite 14.7 confirm a higher throughput
than state of the art. A nominal increase in area is observed due
to the use of a convoluted synchronizer in the design.

This design approach is not specific to the SHA3-256
architecture, but could be employed in any SHA-3 design. The
SHA3-256 was taken as a reference to justify the design
methodology which enhances the throughput, due to the
presence of a large number of designs for comparison.
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